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Abstract

The inception of artificial image generation was groundbreaking in the field of
image processing. However, with mass popularity and difficulty in detection, this
innovation is posing threats and concerns towards society. In this paper, we have
comprised a study on the recent techniques that have been working on fake image
detection. These techniques are based on deep learning methods and they are
being regarded as the most efficient methods till now. For this research, we have
used deep learning methods ie. Mesonet, EfficientNet, GoogleNet, VGG-16, and
VGG-19 to detect deep fake images. For this research, we have used the Deepfake
Dataset of Mesonet article. This Deepfake Dataset is made up of fake images
collected from 175 forged videos and real face images from various internet
sources. We have implemented all those deep learning methods onto the Deepfake
Dataset and compared them based on their total accuracy rate. Our study shows
that VGG-19 outperformed the other methods with an overall accuracy rate of
97.2%. Although VGG-19 is computationally more expensive, the accuracy puts it

at the top.

I. Introduction

With the advent of social mediums and
available smart gadgets, images and videos
have become far more accessible than at any
time in history. According to the statistics of
Facebook, more than 300 million photos get
uploaded every day. All of these photos are
not original rather they are a mix-up of
tempered or altered images. Many freeware
software and enthusiastic research have
paved the way towards the rise of fake

images. The field of digital image forensics

research 1s dedicated to the detection of
image forgeries to regulate the circulation of

[1].

learning methods have been established as

such falsified contents Recently, deep

successful  methods for  digital image

forensics. Thus, in this research, we have
compiled a comparative study on deep fake
image detection based on the recent deep
learning methods. There are thousands of
deep fake videos to analyze but we have
chosen MesoNet's [1]

that we can have a common platform to

Deepfake dataset so



compare. We believe, this study will give a
brief insight into digital image forensics and

will guide future research.

II. Methods
2.1 MesoNet

MesoNet  [1] and efficiently

detects face tampering in videos. Traditional image

automatically

forensics techniques struggle to detect fake image
because the fake videos get degraded due to the
high data compression. Mesonet follows a deep
learning approach and presents two networks, both
with a low number of layers to focus on the
mesoscopic properties of images. The proposed two
“Meso—4"

“Mesolnception-4” to solve these problems while

architectures namely and

producing 27977 and 28,615 trainable parameters

respectively.
2.2 EfficientNet-b0

EfficientNet-b0 [2] is the base network of
the EfficientNets Although
EfficientNet-b7 is the network
among them, however,
EfficientNet-b0.
EfficientNet-b0 is  the

network among them as

group.
strongest
they were built on
Moreover, computationally
least  expensive
it produces 5.3
EfficientNet-b7

produces 66 million parameters. EfficientNets

million parameters whereas,

[2] are the most promising networks in the

field of digital image forensics.
2.3 GoogleNet

GoogleNet [3] is one of the most efficient
With

features such as 1x1 convolution or modified

networks for classification tasks.

inception module, it successfully applies
dimensionality reduction as well as does not
compromise with the performance. GoogleNet
[3] produces 7 million parameters making it
one of the least expensive networks in the

least.

24 VGG

VGG or Visual Geometric Group is a series
of the convolution network model starting
from VGGI1 to VGGI19. The main intention
behind it was to understand how the depth
affects  the

accuracy of the models of large-scale image

of  convolutional networks
classification and recognition. The VGG-16
layers and 3 fully
VGG-19 has 16

convolutional layers and 3 fully connected

has 13 convolutional

connected layers while
layers. The overall structure includes 5 sets
of  convolutional
MaxPool.
VGGs is the increase in the depth as we
move from VGGI11 to VGGI9 more and more

cascaded convolutional layers are added in

layers, followed by a

The difference between all the

the five sets of convolutional layers. Both the
VGG-16 and VGG-19 produce 138 million

parameters making them the most
computationally expensive networks on our
list

III. Results and Discussion
3.1 Dataset

Table 1: Deepfake Dataset.

Set Forged Class Real class
Deepfake 5103 7250
training
Deepfake 2845 4259
testing

The Deepfake dataset was created using
Deepfake technique. Deepfake is a technique
that aims to replace the face of a targeted
person with the face of someone else in a
video [1]. After some modifications, Deepfake
technique was created into a user—friendly
application called FakeApp. Deepfake images
were created from 175 rushes of forged
videos. All

different compression levels. All

videos are compressed with

the faces



have been extracted using the Viola-Jones
detector [5] and aligned using a trained
neural network for facial landmark detection
[6]. Then, the dataset has then been doubled
with real face images, also extracted from
various internet sources and with the same
resolutions. Precise numbers of the image
count in each class as long as the separation
into a set used for training and model

evaluation can be found in Table 1.
3.2 Experimental Results

We did transfer
above-mentioned deep learning methods using
the Deepfake The

divided into eighty percent to twenty percent

learning with all the

dataset. dataset was
for training and validation/testing. After the
division, we applied image augmentation to
the training dataset. For all the simulations,
we used the Stochastic Gradient Descent
with Momentum (SGDM)

learning rate of 0.0003. We set the max

and set an initial

epoch to 30 and the mini-batch size to 16.
Also, we applied shuffle after every epoch.
Finally, we trained them on a single NVIDIA
GeForce RTX 2070 16GB GPU.

Table 2: Classification Score.

Network Deepfake Classification
Score
Class Forged Real
Meso—4 0.882 0.910
Mesolnception—4 0.934 0.900
EfficientNet-b0 0.913 0.934
GoogleNet 0.950 0.965
VGG-16 0.955 0.9685
VGG-19 0.964 0.9765
Our simulation was done on individual

frame / image. Table 2 displays the deepfake

classification score of all the networks.

Apparently, Meso-4 is the least performing
VGG-19

network  whereas, outperformed

others.

Table 3 displays the overall accuracy of all
the networks. The VGG-19 topped the chart
with an accuracy rate of 97.2% whereas.
Meso-4 achieved the least accuracy rate of
89.1%.

Table 3: Accuracy Rates.

Network Accuracy
Meso-4 0.891
Mesolnception—4 0.917
EfficientNet-b0 0.922
GoogleNet 0.958
VGG-16 0.963
VGG-19 0.972

IV. Conclusion

According to our study, VGG-19 proved as

the most accurate network.
VGG-19
expensive network. Since our concern is
about deepfake detection, VGG-19 fits to our

choice.

However,

is also the most computationally

In the future, we will extend our
study by experimenting on more networks i.e.
EfficientNet-b2 to EfficientNet-b7 to find a
least computationally expensive method for

deepfake detection.
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