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Fig. 1. State representation
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Fig. 2. Left: Small Swap operation

Right: Big Swap operation

2 18+ =5H 48%-=vlt), Big Swape 28
FEHEH 4o sy gk wEe A
HA Gl At WAy sk

=
)
2 ol
2
i)

49 g B = 13} g
= A5 @ 0x9E3779005 XOR stk o] 5 A
53 g2 SoF XORso] ghe= 455 W
g gkt

= o dA FxE JAEE FHe
UeR® [ 3]9) 2o

Algorithm

Input: state = (state, ) € W34
Output: Gimli(state) = (state,y o,) € W

for round =24 to 1

forrow=0to 3
X € ROLy (statey )
Y € ROLy(state, )
Z € state,
state, ,, € X @ LSL(Z) @ LSLy(Y&Z)
state; .., €Y @D X @ LSL,(X|Z)
stateg ., € Z DY @ LSLy(X&Y)

end for

if round mod 4 == 0 // Small Swap
state, , state, ; state, , State, ; € state, ; state, , state, , state,

// SP-box

else if round mod 4 == 2 // Big Swap

statey , state, ; state, , state, 5 € state , state, ; state , state ;
end if
if round mod 4 == 0 // Add Constant

statey ; = statey o, € 0x9e377900 €D round
end if
end for

Return(state )

Fig. 3. Pseudocode for Gimli permutation
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Fig. 4. Original Gimli permutation flow
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Fig. 5. Fixed-Gimli permutation flow
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