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2.2 Synchronising to longer chain with
lower total difficulty
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2.3 Increasing the Minimum Difficulty
Parameter in geth
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2.4 Monopolize Connection Eclipse Attack
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2.5 Table Poisoning Eclipse Attack

ol we =& §A
¥l Tableg Fx3}o]
Poisoning> H| o] &
of ddE& =33 A7I=
outbound®} inbound 14 A|
o tEAQ 34 BAS

A WAE inbound 9AES AA =
listenere] outbound <14-&
seeding #3 Ht} ¢ WA A= HES o]
43 FA[3lelt. ol& st IPERE FZ 0]

bssta wpge ohdsh 2,

Peer

o
2
lo
N
0,
b
r
fu
=
o

D A4 e ge o m=E 44T
=3

2) AR wE=oA pings HEsNA dbell
T4 =EE AYET

3) A w= FRE A pingg o A
F35lo] HolBSs AR =E LA
7 dbell Y= =TEo] HolER Eolo

AT o A3 [P subnetE 3% F U=
olFH FA[4]e] 7hesith ¥FE WHE o}
g e} #Zrt,
1) &4x4 ==& vy %Be Fo n=:E
R heia=

2) A == AHAN TCP 94+
A1 &kt

3) slAA == AA FIND_NODE 3%l o]

S o, vy AAE ==IDE T



A5 A AR wEE A
Inbound 2L EA o BA T g
H oAl o] ds] A &A1 TCP A= “eto]

b stk
Outbound 14 9] A2 ReadRandomNodes
HBHgoz AMeEstay ywx  AukE lookup
buffer g o= delsim oozl = <
Aol 7hsstrh
ReadRandomNodes El| o] &
rEE AEste

el A 529
= E]—}\ﬂ ;LEE_:_'J ‘ﬂ;ﬂ
of wel o2 Ay 3 $AS Agdth WA 4

_]

dqAE HeolE W EAste BE =E=E WUk
A AdEste AdE A HolES =
stet= doll el P7F Z2oskth SRk

A bolA = Heols W ==7F ofd
v AEsHA dtar o] WA EY
Z35te] FolE AAdsgith webA] M 5o A
IP subnet 7fde] A&=Aete A
AAE = 7 ALY gk A Hol A
9] IPEZ% outbound 4Ze] At
T AU PingS A&EHoZ H
719 = olsgor WA
=017 dvkd 3 1 %Tﬂ_
Lookup-buffer<
HZS Bl o,
AR S i X

=2 A 3

E
A
av)
_O|L
Sofoypyng

Iﬂ DLoyo o I ofy

Ml = o it
Y o Mmoo o -

5 g7k (2019 0-
01343, & FHAAAJANLFEA ] 2 494 B
K21, sdd4xg ey FaArgd el o] st
o A LA
[FaE3A]
[1] Go Ethereum, Retrieved Feb., 3, 2021,

from https://github.com/ethereum/ethas

[2] K. Wiist and A. Gervais, "Ethereum
eclipse attacks,” ETH Zurich, Tech.
Rep., 2016.

[3] Y. Marcus, E. Heilman, and S. Goldberg,

“Low-resource eclipse attacks on

Ethereum’s peer—to—peer network,”

IACR, vol. 246, 2018

[4] Sebastian Henningsen, Daniel Teunis,

Martin Florian, and BjornScheuermann.

Eclipsing ethereum peers with false
friends.In 2019 IEEE European
Symposium on Security and
PrivacyWorkshops (EuroS&PW), pages

300 - 309. IEEE, 2019.



